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Abstract
This  paper  outlines  a  case  study  of  an  actual  chemical  development  project  run  in 
collaboration  with  a  number  of  chemical  companies.   A  Virtual  Organisation  (VO) 
approach was  adopted throughout the project as the necessary skills were not available in 
either the initiating company or a single contractor.  The project has been used in the 
definition, development and deployment of the GOLD Project  Middleware.   The case 
study illustrates the need for a flexible, infrastructural approach as this provides a means of 
supporting the  variety  of  abstractions  needed for  highly dynamic  VOs such  as  roles, 
resources and tasks.
1  Introduction
The  UK chemical  industries1 need  to  improve 
their modest $9 - $12 billion share of the $250 
billion global markets.  Manufacturers focus on 
new product development as a means of growth, 
with  time  to  market  as  the  primary  driver. 
Analysts state that more structured mechanisms 
for  managing  the  innovation  process  must 
emerge  if  companies  are  to  extract  maximum 
profitability.
An increasing trend to outsource services creates 
a  supply  network  of  specialist  companies 
interacting  with  manufacturers.   Different 
specialist  companies  may  be  involved  at  all 
stages in the R&D lifecycle, providing services 
ranging from basic research or safety testing, to 
commercial services.  Many chemical companies 
use contract  and toll  manufacturers to  increase 
capacity,  retain flexibility and access  specialist 
technology.  Contract  or  custom manufacturers 
buy  in  raw  materials  and  ship  out  finished 
product  directly  to  the  client  customer.   Toll 
manufacturers  hire  out  plant  and  the  client 
supplies all the raw materials.
Within  the  scope  defined  by  the  e-Science 
initiative, these companies collaborate in Virtual 
Organisations  (VOs).   Each  project  can  be 
considered to  have its  own VO, with  a  set  of 
members  overlapping  to  varying  degrees  with 
1 In the context  of this document, chemical industries means fine, 
pharmaceutical, agrochemical and other speciality chemical sectors. 
These industries predominantly use batch-processing as the method 
of  manufacture,  which  requires  specific  approaches  to  chemical 
product development.
other projects.  A large chemical company may 
operate hundreds of R&D projects each with a 
VO of unique composition.  Each VO is a highly 
dynamic entity in which  members may change 
frequently  in  response  to  decisions  during  the 
course of the project.
GOLD  is  an  EPSRC  funded  e-Science  pilot 
project (GR/S72351/01) which aims to accelerate 
the  Chemical  Process  Development  (CPD) 
lifecycle  through  the  enablement  of  VOs 
(Demchenko,  2004)  and  active  Information 
Management.  This complex application domain 
has  two  dominant  interacting  characteristics, 
which have not been explored by previous Grid 
research,  namely  Highly  Dynamic  Virtual  
Organisations and  Full  Lifecycle  Focus.   The 
aim  of  this  paper  is  to  describe  in  detail  the 
activities and complexities of CPD in the context 
of an actual project undertaken in collaboration 
with  a  number  of  companies  as  part  of  the 
development of  the GOLD demonstrator.   The 
paper  also  describes  some  the  resulting  basic 
requirements  for  the  GOLD  Middleware  that 
have  been  developed  from  this  study.   Other 
requirements  relating  to  the  generic  business 
aspects  of  VOs  are  given in  Periorellis  et.  al. 
2004.
Although the activities discussed in this study are 
specific  to  converting an existing process from 
batch  to  continuous  operation,  they  can  be 
considered  representative  of  CPD  projects  in 
general and at a higher level, other domains.
Phase Name Description
1 Preliminary investigations
Involves a series of roles who collaborate to determine if the conversion 
from batch to continuous operation is feasible
Participants – I, REC, PPD, EV, etc.
2 Pilot plant design
The  lab-scale  continuous  process  is  scaled  up  to  allow  operational 
testing on a pilot plant, this involves most of the participants from the 
previous phase, in addition some new participants may be required
Participants – I, REC, PPD, EV, etc.
3 Build  and  operate pilot plant
The  pilot  plant  is  built  and  operated  to  identify  suitable  modes  of 
operation, potential problems with start-up and shutdown, etc.
Participants – I, PPD, EV, EM, etc.
4 Design  and  build process plant
With the pilot plant operational data analysis complete, the process can 
be scaled-up to full production, the plant designed and built
Participants – I, EV, EM, TC, etc.
Table 1: Project phase details
2  The Chemical Development Project
2.1  Overview
The  aim of  the  CPD project  is  to  convert  an 
existing  high  tonnage  manufacturing  process 
from  batch  to  continuous  operation.   A  VO 
approach has been adopted because the range of 
skills  required  are  not  available  in  either  the 
initiating  company or  a  single  contractor.   In 
addition the VO approach offers substantial cost 
savings.
The company (I) initiating the CPD project owns 
and operates an existing batch processing plant 
that  produces  a  widely  used  chemical,  this 
existing  plant  is  approaching  the  end  of  its 
serviceable life and therefore needs either:
• a major refit to bring it up to date; or
• to be phased out/sold and a new plant 
built to replace it.
The second alternative is attractive as it allows I 
to  consider  a  wider  range  of  possibilities 
including:
• converting  from  batch  to  continuous 
operation;
• building the plant in a more favourable 
economic location;
• out-sourcing  the  manufacture  of  the 
product; or
• selling the process to another company.
This  paper  concentrates  on  the  first  of  these 
options although it is recognised that this option 
does not necessarily exclude one or more of the 
others.   In  the  following  discussions  the  role 
undertaken by one of the GOLD project team is 
that  of  the  Reaction  Engineering  Consultant 
(REC),  who  typically  provides  a  service 
analysing the  details  of  the  chemical  reactions 
involved in a process and assessing the reaction 
kinetics, amongst other things.  In addition to  I 
and  REC,  there  will  be  a  number  of  other 
companies  involved in  the  project  providing a 
range  of  different  specialist  knowledge  and 
skills.   These  participants  would  include  such 
specialities  as  Pilot  Plant  Designers  (PPD), 
Equipment  Vendor  (EV),  Equipment 
Manufacturer  (EM)  and  a  Term  Contractor 
providing  engineering,  procurement  and 
construction services (TC).
Figure 1: Initial, high level project plans
2.2  Dynamic nature of CPD
The scenario is presented using the familiar Gantt 
chart  metaphor,  see  Figure 1,  which  presents a 
very basic  project  plan showing the four,  high 
level  tasks,  details  of  each  phase are given in 
Table 1.
Phase Name Description
2a Pilot plant design
Now focuses on a batch design, with a possible view to upgrading the 
existing plant.  While the participant list is outwardly the same as for 
Phase 2, some may be alternative choices better suited to working on a 
batch process, such as the Alternative Equipment Vendor (AEV)
Participants – I, REC, PPD, AEV, etc.
3a Build  and  operate pilot plant
A batch-style pilot plant would now be required, this would possibly 
change the  roles  required  due  to  the  different  operating conditions. 
Another consideration is the possibility of upgrading the existing plant
Participants – I, REC, PPD, AEV, etc.
4a Design  and  build process plant
Assuming that the existing plant can not be upgraded, design and build a 
new plant, possibly in a new location
Participants – I, EV, EM, TC, etc.
Table 2: Updated phase details to address the batch operation requirement
Although superficially  this  is  a  straightforward 
project, each of the phases can be subject to a 
number  of  disturbances  leading  to  significant 
changes in the subsequent tasks to be performed. 
Some events may be unexpected and cannot be 
included  in  the  initial  or  contingency  plans, 
examples of which, are described below.
Figure 2: Conversion to continuous 
manufacturing not feasible
Conversion not feasible: The conversion of the 
process  to  continuous  operation  may  not  be 
feasible  due  to  a  number  of  reasons.   The 
chemical reaction(s) involved during the process 
may not be compatible  with the process  being 
operated in a continuous fashion.  For instance, 
they may require a  long residence time which 
translates to an unfeasibly large continuous plant.
Downstream  processing  problems: The  new 
operating  conditions  unexpectedly  affect  the 
downstream recovery of the catalyst and a new 
separation  method  must  be  found.   This  may 
involve  a  modification  to  the  VO  structure 
through the introduction of a new specialist skill 
and/or removal of an existing participant.
Major external event: The supplier of a key raw 
material significantly increases the price.  This is 
an example of a possible unanticipated factor that 
could require radical changes to the project plan 
after the project has been started.
Such  unexpected  events  require  a  dynamic 
approach to the project planning. The software, 
therefore, must be able to co-ordinate activities 
between  VO  participants  in  the  face  of  such 
disturbances.
2.3  Addressing alternative pathways
No  matter  what  the  reason  preventing 
conversion  to  continuous  operation, major 
changes to the project  plan would be required. 
The example given in Figure 2 demonstrates one 
of a myriad of such changes.
Figure 3: Process space – Considering just 5 
eventualities
Whilst a great deal of the activities involved in 
this new plan may be similar to the original plan 
the change in the details  of the process dictate 
that  a  different  set  of  skills  and  resources  be 
brought to bear on the problem.  Table 2 details 
the new activities of the top-level plans.
Even when faced only with the limited number of 
possible  eventualities  discussed  above,  the 
problem becomes significantly larger as can be 
seen from a comparison of the project plans in 
Figure 1 and Figure 3.  If all eventualities could 
be  considered,  including  the  possibility  that 
unforeseen  events  occur  in  series,  it  is 
immediately  apparent  that  a  flexible  means  of 
designing,  enacting  and  monitoring  such 
networks  of  possible  alternative  pathways  is 
required.
Figure 4: Extract of the top-level technical  
dossier contents
3  Information and interactions
The  complexity  of  the  planning  problem  is 
further  compounded  by  the  need  to  keep  the 
various  VO  participants  informed  about  the 
current  state  of  the  project.   This  notification 
requirement  must  also  take  into  account  the 
changing  membership  of  the  VO,  while  still 
maintaining the security of confidential business 
information.
In order to develop the requirements for dynamic 
CPD,  it  is  necessary  to  explore  in  detail  the 
information  and  interactions  that  are  involved. 
Although the focus of this paper is Phase One of 
the project plans, the activities involved in any of 
the other phases will be similar in nature to those 
in Phase One.
3.1  Information access
During the course of a CPD project, significant 
quantities of information are exchanged between 
the participants.  This information usually takes 
the form of “dossiers”, each of which can contain 
a  set  of  individual  documents.   Dossiers  can 
cover  various  aspects  of  the  development 
lifecycle,  but may be considered to be focused 
on  four  main  areas:  Commercial,  Technical, 
Manufacturing  and  Safety,  Health  and 
Environment  (SHE).   An  extract  of  the 
documents  and  information  comprising  the 
Technical  Information  Dossier  is  presented  in 
Figure 4.
ID Out/In Interaction Title
1
out Specify kinetic problem
in Return  initial  kinetic model/data
2 out Specify  pilot  plant problem
3 out Query kinetic model/data
3 in Provide  kinetic model/data
4 out Request  equipment specification
4 in Provide  equipment specification
2 in Return  preliminary  pilot plant design
In/Out refers to direction of the exchange with respect to 
the participant initiating the exchange
Table 3: Phase One interaction overview
Some of the dossier documents will be available 
from  within  the  initiating  company,  however 
some of the information requires more specialist 
knowledge  and  may  therefore  require  some 
external  input.   The  chemical  industries  attach 
considerable  importance  to  the  security  of 
information  and  authorised  employees  only 
would have access to it.   In the case of a VO, 
access to the information contained within these 
dossiers  must  be  restricted  to  authorised  VO 
participants.
3.2  Coordinating interactions
Figure 5 shows a detailed view of Phase One and 
highlights  that  the  process  of  carrying out  the 
feasibility study involves a number of different 
participants, each interacting with one or more of 
the other members of the VO.  The resulting four 
interactions that  are identified in  Figure 5,  and 
detailed in  Table 3, can each be represented by 
the following generic interaction:
• request specific information;
• perform the activities required to fulfil 
the request;
• acceptance of results from activities;
• provide requested information.
Figure 5: Sequence digram view of Phase One
Chemical information: In order to carry out the 
service  for  which  they  have  been  contracted, 
REC requires  a  detailed  description  of  the 
chemical  process  under  examination  from  I. 
This would be provided in the form of extracts 
from  the  Technical  Information  Dossier, for 
instance, elements of the Chemical Process Data 
and  Process  Research  Data documents,  (see 
Figure  4).   These  documents  also  contain 
information  that  I would  require  to  keep 
confidential,  for  instance  the  Manufacturing  
Data.  Hence, I needs to be able to provide REC 
with  access  to  the  relevant  aspects  of  the 
documents,  whilst  restricting  access  to 
confidential and irrelevant aspects.
Initial  reaction  engineering  analysis: REC is 
required to provide a report detailing the work 
carried out, the experimental data gathered, the 
process modelling and the recommendations with 
regard to the feasibility of converting the process.
In both of these exchanges it  will be necessary 
for the relevant documents to be released by a 
suitable member of staff at I or REC, this might 
be the Project Manager or the Project Chemist 
for instance.  Once these documents are received 
by REC, it would be a requirement that access to 
the  documents  be restricted to  those  personnel 
actively working on the project initiated by I, this 
may be a requirement imposed by I as part of the 
out-sourcing agreement.
These restrictions may state that only Chemists, 
and  the  associated  management  personnel, 
working  at  REC be  allowed  access  to  the 
documents.   In  response  to  receiving  the 
documents,  REC will  then  carry  out  the  out-
sourced services, which will ultimately result in a 
report  detailing  the  conclusions  of  the 
investigations.  This report will also have a range 
of access control permissions associated with it, 
possibly the Chemist(s) working on the report at 
REC will  have read and edit  permissions.   As 
with the specification document from  I,  before 
the report can be sent to  I, it is necessary for a 
senior member of staff to review the report and 
sign-off on it.  This permission may be held by a 
Chemist, provided both that they have seniority 
and also that they have not actually worked on 
the report.  Alternatively, a Manager associated 
with the project may sign off on the report.
3.2.2  Interaction 3
Interaction 3, while broadly similar to the other 
interactions, has an added complication in that it 
requires some form of delegated access rights.
Query kinetic model/data: This  requires REC to 
grant  PPD access to  the  Kinetic  Report as the 
information contained in this report will inform 
the design of the pilot plant.  This will require the 
delegation of access rights from I to  PPD such 
that REC recognises that they are granting access 
to an entity that possesses the correct rights in the 
context of the current project.
4  Approaches to interactions and the 
exchange of information
The  above  issues  associated  with  supporting 
collaborative  working  within  a  VO  are 
information  access/exchange  and  the 
corresponding  interactions.   The  specific 
requirements associated with these issues are:
Information: access, storage, archive, security;
Interactions: management,  co-ordination, 
notification, auditability.
In  order  to  satisfactorily  manage  these 
requirements  a  number  of  abstractions  are 
required,  these  include  roles,  resources and 
tasks.
4.1  Roles
There  is  a  requirement  to  grant  access  to 
documents  to  internal  and  external  entities 
throughout  a  CPD  project.   One  approach  is 
through the use of  Role Based Access  Control 
(RBAC).  This involves a level of abstraction (a 
set of roles) being introduced between the entities 
and the documents.  The roles are granted access 
rights to various documents, these access rights 
will typically remain relatively fixed through the 
lifetime of a particular CPD project.
Figure 6: Alternative use cases for document  
access during Interaction 1
The  entities  involved  in  the  project  are  then 
assigned roles related to their activities within the 
project.   The  roles  can  be  activated  and 
deactivated  as  required to  fine-tune the  access 
rights of each entity.  The roles are more finely 
grained  than  the  participants  such  as  I,  REC, 
PPD, etc. dealing as they do with such concepts 
as:
• Project Manager,
• Process Engineer,
• Project Chemist,
• Chemical Analyst,
• Technician,
• Sales Contact, etc.
While some of these roles are generic to VOs in 
any domain, the majority are specific  to  CPD. 
Hence, other domains will have alternative roles 
in addition to the generic roles.
Such  VO-wide  roles  can  be  considered  as 
templates for use in defining or mapping to roles 
within  a  participating  company,  effectively 
introducing a further  level  of  abstraction.   For 
instance,  the  VO  template  Chemist does  not 
imply  that  each  of  the  types  of  chemist 
(Laboratory  Chemist,  Process  Chemist  etc) 
within  each  of  the  participating  companies 
should  have  identical  permissions  and 
obligations.   The  template  merely  allows  a 
generic  set  of  typical  permissions  and/or 
obligations  to  be  defined  that  can  later  be 
customised  within  each  company.   The  main 
purpose of the template system is to provide an 
ontological  framework  allowing  the  different 
companies  participating within a  VO to  easily 
refer to generic types of role.
It  is  also  envisaged  that  a  person  in  a 
participating company may take  on more  than 
one role, however, at this stage it is not currently 
clear  how  conflicting  responsibilities  and 
obligations  would  be  addressed.   Solutions  to 
such separation of duty issues are envisaged to 
require some form of Task Based Access Control 
(TBAC), or at least some means of indicating the 
context within which the current duty is  being 
executed in  order  to  ensure that  this  does  not 
conflict  with  prior  duties,  see  Section  4.3 for 
further information.
4.2  Resources
While  the  concept  of  roles  addresses  the 
problems  of  access  control  from the  point  of 
view  of  the  entities,  it  is  also  necessary  to 
consider document/information implications.  A 
suitable  abstraction  here  is  to  consider  these 
objects as generic resources.  This concept can be 
extended to include the physical resources of a 
development  project,  for  instance  laboratory 
equipment,  pilot  plants,  chemicals  and  even 
computational resources.
Hence  access  control  is  managed  through  the 
specification  of  access  rights  from  roles  to 
resources.  The entities involved in a project are 
then assigned roles as appropriate to the current 
context.
One of  the  purposes  for  considering the  CPD 
project at this detailed level is to examine some 
of  the  access  control  considerations  that  will 
arise  from working in  this  distributed  fashion. 
For  instance,  during  the  initial  interaction  of 
Phase One, see Section 3.2.1, there is a need for 
the  exchange  of  documents,  this  can  also  be 
viewed  as  an  exchange  of  access  rights  to  a 
resource, see Figure 6.
The documents can either  be considered to  be 
passed to the recipient, with appropriate archive 
copies being kept by the provider, alternatively 
the documents may be considered to remain with 
the  provider  who  allows  the  recipient  the 
appropriate access rights to read, and if necessary 
to update, the documents.   These access rights 
may be bounded in time or in alternative ways, 
for  instance  once  this  initial  task  has  been 
completed personnel from REC should no longer 
be able to update the Kinetic Report and perhaps 
should no longer be able to read the specification 
document, hence some form of  TBAC may be 
required.
4.3  Tasks
The final abstraction discussed in this paper is 
that  of  the  task.   This  approach  provides  a 
solution  to  the  separation  of  duty  problem by 
allowing access control rights to be bounded not 
simply  by  time  and/or  what  role  is  currently 
active,  but  by  a  more  flexible  concept.   This 
takes the form of a task, or context, that is related 
to the current stage of a project, the context can 
be  as  coarse  or  fine grained as  required.   For 
instance  a  task  could  be  considered  to  be  the 
whole of Phase One, or one of the lower level 
interactions.
Separation of duty describes the situation where a 
person holds roles with conflicting access rights, 
for  instance,  an  employee  A at  REC may be 
assigned the role of Chemist and hold the right to 
sign-off on the Kinetic Report written by another 
Chemist,  B.   However,  this  may  not  be 
appropriate  if  A had  some involvement  in  the 
Kinetic Report being signed off.
A  simplistic  approach  is  that  two  mutually 
exclusive  roles  should  not  be  assigned  to  the 
same  person  at  any  time.   For  example,  in  a 
finance  department,  the  privileges  associated 
with  the  roles  Auditor and  Accountant,  two 
mutually exclusive roles, are not allowed to be 
assigned to the same person.  In most cases this 
approach is too restrictive and a more flexible or 
dynamic  approach  is  required.   This  would 
consist  of  a  person  being  able  to  hold  two 
mutually exclusive roles, however both of these 
roles  cannot  be  activate  at  the  same  time  or 
within  the  same  session  or  context.   This 
refinement removes some of the limitations that 
are  imposed  by  the  static  approach  to  the 
separation of duties.
There are further refinements, especially for the 
dynamic  approach,  which  further  restrict  the 
privileges  granted  to  a  subject.   In  the  first 
refinement,  a  subject  may  be  forbidden  from 
holding a particular role  if,  at  any time in the 
past,  they  have  held  a  certain  other  role,  for 
instance a person in a financial department would 
not be allowed to hold the role of  Auditor if in 
the past they have acted as an Accountant.  The 
second, more useful refinement, specifies that a 
subject  cannot  hold  a  certain  role  in  a  given 
context if at any point in the past they have held 
another  conflicting  role  in  the  same  context. 
Returning again to the finance department, once a 
person  has  held  the  Accountant role  in  the 
context  of  a  specific  set  of  accounts,  they are 
prevented from acting as an Auditor for that set 
of  accounts,  they  could  however  act  as  an 
Auditor for an unrelated set of accounts.
5  Architecture
The definition, development and deployment of 
the GOLD Middleware has drawn upon a number 
of sources, Arief et. al. 2005, Bryans et. al. 2004, 
2005, Bryans 2005, Conlin et. al. 2005a, 2005b, 
Molina-Jimenez  et.  al.  2005,  Periorellis  2005, 
Periorellis et. al. 2004a, 2004b, 2006, Robinson 
et.  al.  2005,  Wright  2004,  Wu and  Periorellis 
2005a , 2005b.  The case study presented here 
has provided a detailed instance of a VO based 
CPD project,  whilst  not exhaustive this project 
does provide a reasonably thorough test for the 
middleware  developed.   GOLD has  adopted  a 
Service  Orientated  Architecture  (Erl,  2004) 
approach, the elements of which can be broadly 
classified as:
Storage: Support for storing and retrieving any of 
the  various  information  types  generated  and 
exchanged during the lifecycle of a CPD project.
Security: Required in order to control access to 
information held within the VO.
Coordination  :  Enables  the  activities  of 
individual VO participants to be coordinated and 
performed in accordance with the overall project 
plan.
Regulation  :  Monitoring of interactions between 
participants  to  ensure correct  behaviour and to 
enable the auditing of performed actions.
6  Conclusions
The case study presented in this paper is based 
upon an actual CPD project in collaboration with 
a  number of  chemical  companies.  It  illustrates 
both  the  highly  dynamic  nature  of  CPD  and 
related need for whole lifecycle focus.
The  need  for  different  levels  of  abstraction 
relating  to  information  access/exchange, 
corresponding interactions, roles,  resources and 
tasks, has been identified to aid the development 
of suitable middleware.
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